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UNDERSTANDING CATALYST CLOUD BACKUP SECURITY

CATalyst Cloud Backup is HIPAA compliant cloud storage for your CATalyst files.
Stenograph understands that the security of your files is important. That is why the
following methods are used to keep your files secure.

e Amazon S3 is used for file storage.

e Files are compressed and encrypted before the upload, and remain that
way while residing on the server.

¢ Encryption Method: AES 256 CBC with Random Initialization Vectors.

e File access is limited to only the files associated with the users’ cloud
backup account.

e Stenograph uses payment card industry security standards for login
server access.

CATalyst Cloud Backup follows industry standards as stated by the following
references:

Cryptographic Storage Cheat Sheet

NIST Special Publication 800-57 Part 1
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https://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf

